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1
Decision/action requested

It is proposed that SA3 takes into account the work done in 5G-ENSURE project when drafting the 5G security architecture. It is proposed to add a new annex in TR 33.899 to record the same.
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3
Rationale

The key issue #1.1 in 3GPP TR 33.899 [1], titled “Overview of NextGen security architecture”, rightly asks for a 5G security architecture. Such security architecture shall be included in 5G security TS 33.501, similarly to the LTE security TS 33.401.

It is in SA3's interest to take input from works/projects done outside of the 3GPP in relevant areas. The 5G-ENSURE [2] is one of such projects with focus on security of 5G system. It has also produced materials [3, 4] regarding 5G security architecture. This aim of this discussion paper is to make SA3 aware of the same and to propose a new annex that records the security architecture as developed by 5G-ENSURE project.
4
Detailed proposal

It is proposed to add the following text as annex in TR 33.899.
All text is new. Therefore track-changes are not given.
Annex H: 
Security Architecture developed by 5G-ENSURE project
H.1
Introduction
The security architecture presented here has been developed in the 5G-ENSURE project [2, 3, 4] and can be seen as an evolution based on the existing security architectures for UMTS and LTE. The basic concepts, e.g. domains and strata, remain but have been adapted and extended to fit and cover the 5G system.

With the increasing number of target use cases, the new multi-party trust relations and the new technologies employed, 5G will comprise an ever increasing number of security and non-security protocols and network functions. To identify and keep track of threats and attack vectors, and required protection mechanisms and their coverage, 5G-ENSURE has modelled the 5G networks in a structured way together with the security controls that need to be deployed to offer the necessary trust and confidence. Descriptions follow.

H.2
Underlying concepts

The basic concepts in the 5G-ENSURE security architecture are the followings:
1.
Domain: It is a grouping of network entities according to physical or logical aspects that are relevant for a 5G network. This concept is leveraged from 3GPP TS 23.101.
2.
Stratum: It is a grouping of protocols, data, and functions related to one aspect of the services provided by one or several domains. This concept is also leveraged from 3GPP TS 23.101.

3.
Security Control Class (SCC): It is a new concept introduced that refers to a collection of security functions (including safeguards and countermeasures) to avoid, detect, deter, counteract, or minimize security risks to 5G networks, in particular, risks to a network’s physical and logical infrastructure, its services, the user equipment, signalling, and data.​
4.
Security Realm (SR): It captures security needs of one or more strata or domains. As such it is similar to the Security Feature group concept as defined in 3GPP TS 33.401.

Each of these four concepts are discussed in detail in the following sections. In summary, the Domain and Stratum concept logically divide a complex set of end-to-end network security-related features (and entities) into separate manageable architectural components or views. The SCC and SR concepts complement these views. The SCC concept does so by providing a breakdown of the security functions in terms of security needs, e.g., authentication, privacy, etc. The SR concept does so by providing a focus to specific network aspects and their security, e.g., access network SR provides focus on the security of accessing network services.
H.3
Domains

The domain concept is a cornerstone in the security architecture as it enables the definition of different types of domains used to represent a 5G network’s different functionalities, services and actors. Figure H-3.1 depicts the domains defined by 5G-ENSURE and illustrates where they are located in a 5G network. In the figure, the first vertical red line separates the user equipment from the network, and the second vertical red line separates the network from the Internet services used by the network. The horizontal red line separates the physical network aspects from the logical ones. The rectangular boxes bordered with dashed-lines mean that the corresponding domains/entities are optional.
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Figure H-3.1: Domains in the 5G security architecture.

Three different types of domains are defined as follow:
1.
Infrastructure Domain: It focusses on the relevant physical network aspects, i.e. it contains the “hardware” in the network. In Figure H-3.1, so called trust anchors (TA) are also depicted in the infrastructure domains. These trust anchors are used to capture trust issues appearing in virtualized systems, e.g. how to get assurance of tenant domain integrity and that a tenant domain executes on a designated and trusted infrastructure. The trust anchors can also be used to verify infrastructure domains’ integrity and to bind tenant domains to infrastructure domains. TAs shown with different colors mean that there could be different anchor point, e.g., hardware based or not. TAs shown with dashed line border mean that they are optional. There are futher three types of infrastructure domains as follow:
1.1
UICC Domain: It contains the conventional tamper-resistant module offering protected storage and processing of long-term subscriber credentials and other security critical information. 

1.2
Mobile Equipment Hardware (MEHW) Domain: It contains the hardware support for the Mobile Equipment (ME). The MEHW domain may include trusted execution environments (TEE) supporting e.g. other forms of credentials such as certificates. 

1.3
Infrastructure Provider (IP) Domain: It contains the hardware platforms for the compute, storage, and networking resources required by both the network/telecom functionality and the access (radio) specific hardware.

2.
Tenant Domain: It is logical domain executing in infrastructure domain. There are further ten types of tenant domain as follow. 

2.1
Mobile Equipment (ME) Domain: It contains the logical functionality required for using access to network services, for the operation of access protocols by users and for user applications. 

2.2
USIM Domain: It contains the logical functionality for USIM operation together with other hosted security services (it is analogous to the USIM domain of TS23.101 but only contains the logical functionality). 

2.3
Identity Management (IM) Domain: It contains functionality to support alternatives to USIM-based authentication, i.e. for industry automation use cases (the IM Domain may contain for example public key certificates. The IM domain preferable obtains security support from a UICC or from a TEE in the ME HW as discussed above). 

2.4
Access (A) Domain: It contains the logical functionality which manages the resources of the access network and provides users with mechanisms to access the core network domain. 

2.5
Serving (S) Domain: It contains the logical functionality which is local to the user’s access point. It also routes calls and transports user data/information from source to destination. It has the ability to interact with the home domain to cater for user specific data/services and with the transit domain for non-user specific data/services purposes. 

2.6
Home (H) Domain: It contains the logical functionality conducted at a permanent location regardless of the location of the user’s access point. The USIM is related by subscription to the home network domain. The home network domain therefore contains at least permanently user specific data and is responsible for management of subscription information. It may also handle home specific services, potentially not offered by the serving network domain. 

2.7
Transit (T) Domain: It contain the logical core network functionality in the communication path between the serving network domain and external remote parties. 

2.8
3rd Party (3P) Domain: It contains functionality for use cases where a (semi-)trusted third party such as a factory/industry vertical provides its own authentication services for e.g. its M2M devices like industry robots and IoT-devices. A trusted 3P is the one whose all credentials and security services are accepted and a semi-trusted 3P is the one whose scope of offered services is restricted meaning that only agreed services are allowed.  
2.9
Internet Protocol Service (IPS) Domain: It represents operator-external IP networks such as the public Internet and/or various corporate networks. Such networks may be partially or fully non-trusted. 

2.10
Management Domain: It contains the logical functionality required for management of specific aspects of a 5G network. Management domains may cover security management, management of security, traditional network management, orchestration of SDN and virtualized environments, and management of user equipment domains etc.

3.
Compound Domain: It captures higher order groupings of entities and/or functionality and consist of a collection of other domains, grouped together according to some 5G relevant aspects, e.g. ownership, joint administration or the like. There are further seven types of compound domain as follow. 

3.1
Slice Domain: It is of particular importance and capture network slicing aspects. A slice can cover only some parts of the network, e.g. parts of the Core Network domain, but are in general defined end-to-end. We note that slicing may be implemented without relying on a virtualized system, although most 5G systems use such concept. SDs shown with solid line border and dashed line border mean that they are located in parts of the network that, respectively, are and are not fully adapted to be slice aware. SDs are shown with different colored border line to differentiate one from another. 
3.2
User Equipment (UE) Domain: It is defined by MEHW, ME, UICC, USIM and IM domains included, i.e. it consists of the equipment used by a user to access network services. The “Other UE Domain” in Figure H.1 is added to capture the so called direct-mode, UE-to-UE communication.   
3.3
Access Network (AN) Domain: It is defined by the A and IP domains included, i.e. it consists of the entities that manage the resources of the access network and provides the user with a mechanism to access the network. It may comprise of different types of accesses, e.g. both WLAN and 5G-radio accesses. 

3.4
Core Network (CN) Domain: It is defined by the Home Network (HN), Serving Network (SN), Transit Network (TN) and IP domains included, i.e. it consists of the entities that provide support for the network features and telecommunication services. The support provided includes functionality such as user location information, control of network features and services, the transfer (switching and transmission) mechanisms for signalling and for user generated information. 

3.5
Operator Network (ON) Domain: It is defined by the AN and CN domains included, i.e. it consists of the physical nodes together with their various functions required to terminate the radio interface and to support the telecommunication services requirements of the users. 

3.6
External Network (EN) Domain: It is defined by the 3P, IPS and IP domains included. 

3.7
Network (N) Domain: It is defined by the ON and EN domains included.
H.4
Strata

Figure H-4.1 shows the strata of 5G security architecture.  The definitions of the strata are analogous to the definitions given in TS 23.101 [3] except for the management stratum which is added in the 5G security architecture. The management stratum is graphically drawn to be behind and cover all other strata because the management stratum performs management operations on network functions in all of the other strata. For instance, it comprises protocols like OpenFlow for configuring network components. Obviously, there are also dedicated protocols, data, and functions related to managing NFVs and network slices. 

The strata provide a high-level view of protocols, data and functions that are related in the sense that they are exposed to a common threat environment and exhibit similar security requirements. The use of strata thus helps in structuring for which purpose and where different security controls are needed.
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Figure H.4-1: Strata
1.
Application Stratum: It represents the application process itself, provided to the end-user. It includes end-to-end protocols and functions which make use of services provided by the home, serving and transport strata and infrastructure to support services and/or value added services. End-to-end functions are applications which are consumed by users at the edge of/outside the overall network.
2.
Home Stratum: It contains the protocols and functions related to the handling and storage of subscription data and home network specific services. It also includes functions to allow domains other than the home network domain to act on behalf of the home network. Functions related to subscription data management, customer care, including billing and charging, mobility management and authentication are located in this stratum when end-users are at home network. When end-users are roaming, then serving network domain is allowed to do mobility management at serving network level.
3.
Serving Stratum: It consists of protocols and functions to route and forward data/information, user or network generated, from source to destination. The source and destination may be within the same or different networks. Functions related to telecommunication services are located in this stratum.
4.
Transport Stratum: It supports the transport of user data and network control signalling from other strata through the network. It includes consideration of the physical transmission, e.g., physical transmission format, error correction/recovery, data encryption, resource allocation, etc. 
5.
Access Stratum: It is a sub-stratum of the Transport Stratum. It is located between the edge node of the serving network domain and the UE Domain. It provides services related to the transmission of data over the radio interface and the management of the radio interface.
6.
Management Stratum: It comprises aspects related to conventional network management (configuration, software upgrades, user account management, log collection/analysis, etc.) and, in particular, security management aspects (security monitoring audit, key and certificate management, etc.). In addition, aspects related to management of virtualization and service creation/composition (orchestration, network slice management, isolation and VM management, etc.) belong to this stratum.

H.5
Security control classes

The definitions of the different security control classes can be found in Table H-5.1. The structure of the Security Control Classes was inspired by the security dimensions found in ITU X.805 [5] from which some were taken and some new ones were added.  The exact mechanisms to enforce a specific security control are left for consideration in the detailed design phase.
Table H-5.1: Securiy Control Classes (SCC) table
	Security Control Class
	Definition 

	Identity & Access Management
	A collection of security controls addressing access control (authorization), management of credentials and roles, etc.

	Authentication
	A collection of security controls serving to verify the validity of an attribute, e.g. a claimed identity.

	Non-repudiation
	A collection of security controls serving to protect against false denial of involvement in a particular action.

	Confidentiality
	A collection of security controls protecting data against unauthorized disclosure.

	Integrity
	A collection of security controls protecting data against unauthorized creation or modification.

	Availability
	A collection of security controls serving to ensure availability of resources, even in the presence of attacks. Disaster recovery solutions are included in this category.​

	Privacy
	A collection of security controls serving to the right of an entity (normally a person), acting in its own behalf, to determine the degree to which it will interact and share it personal information with its environment.

	Audit
	A collection of security controls providing review and examination of a system's records and activities to determine the adequacy of system controls and detect breaches in system security services and controls. The necessary data collection to enable audit (e.g. logging) is also included.

	Trust & Assurance
	A collection of security controls serving to convey information about the trustworthiness of a system. For a trustor such information constitutes a claim which may or may not persuade them to trust the system, while a trustee would see such information as evidence of the security level achieved.​

	Compliance
	A collection of security controls provided to allow an entity or system to fulfil contractual or legal obligations.


H.6
Security Realms

Five Security Realms (SRs) are defined as follow. 

1.
Access Network (AN) SR: It captures security needs of the access domain and access stratum as part of the  transport stratum - in particular aspects related to users securely accessing 5G services over 3GPP (5G radio) and certain non-3GPP (e.g. WLAN) access technologies.
2.
Application (App) SR: It captures security needs of the application stratum. That is, end-user applications/services  provided over the 5G network, either as operator provided services (from HN or SN Domain), or provided from External Network Domains (3P or IPS Domain). Note that when the service is hosted by an External Network Domain, the services may not always be fully trusted by 5G network operators.  Examples of applications/services include: VoIP, VoLTE, V2X, ProSe, HTTP-based services, etc.
3.
Management (Mgmt) SR: It captures security needs of the Management Stratum and Management Domains, including secure management (secure upgrades, secure orchestration etc.) and management of security (monitoring, key and access management, etc.). Thus, Management Security is either a concern related to communication between a Management Domain and some other (semi-)trusted Domain, or, related to security of the Management Domain itself.
4.
User Equipment (UE) SR: It captures security needs of user equipment (UE) domain comprising the ME, ME HW, UICC, USIM, and IM domains and other UE domains, e.g. visibility and configurability and security aspects related to communication between these domains. The Network SR captures security needs of communication in core network domains and between the core network domains and external network domains - including aspects related to securely exchanging signalling and user data between nodes in the operator and external network domain. 
5.
The Infrastructure and virtualization (I&V) SR: It captures security needs of IP Domains, e.g. for attestation, secure slicing/isolation, and trust issues between tenant domains and tenant domains and infrastructure domains.
